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Mandating that operators of criti-
cal systems, such as those that
manage energy, water and trans-
portation services, report suspect-
ed advanced cyber attackswill pro-
vide the necessary framework for
Singapore to defend itself, said Co-
ordinating Minister for National
Security K. Shanmugam on Aug 1.
Declining to name the country

behind a recent advanced persis-
tent threat (APT) attack on Singa-
pore, he urged organisations to
have the mentality that there are
and will be breaches.
“Accept that, and be prepared to

defend,” he said, speaking on the
sidelines of a biennial cyber-secur-
ity exercise called Exercise Cyber
Star, organised by the Cyber Secur-
ity Agency of Singapore (CSA).
“Tell us immediately the mo-

ment you suspect (something). We
work with you to try and deal with
it,” he added.
Mr Shanmugam’s comments

came after the authorities revealed
in July that Singapore’s critical in-
formation infrastructure (CII)

came under attack from UNC3886,
a state-linked APT actor.
UNC3886 is one of several APT

actors that target Singapore’s CII.
Their activities rose more than
fourfold from 2021 to 2024.
In the light of increased threats,

Singapore amended its Cyberse-
curity Act in 2024 to require that
CII operators declare any cyber-se-
curity outage, and any attack on
their premises or along their sup-
ply chain.
In particular, operators of critical

systems must report suspected
APT attacks to CSA, whose over-
sight will expand to include risks
that come fromsuppliers and cloud
services. The amendments are ex-
pected to kick in later in 2025.
When asked to comment on re-

ported links between China and
UNC3886, Mr Shanmugam said:
“We release information that we
assess is in the public interest...
Naming a specific country is not in
our interest at this point of time.”
Experts have said that the group

is linked to China.
On naming the group, Mr Shan-

mugamadded: “In this case, we felt
that the situation and the threat of
the attack and compromise were
serious enough, andwewere confi-
dent enough to name UNC3886.”
Responding on July 19 to media

reports about UNC3886 being
linked to Beijing, a spokesperson
for the Chinese Embassy in Singa-

pore said: “China expresses strong
dissatisfaction with this, and we
resolutely oppose any unwarrant-
ed smearing against China.
“In fact, China is one of the main

victims of cyber attacks. We reiter-
ate that China resolutely opposes
and combats any form of cyber at-
tacks in accordance with the law,
and will not encourage, support or
condone hacker attacks.”
OnAug1,Mr Shanmugam,who is

alsoMinister forHomeAffairs, also
spoke about the need for cyber-se-
curity exercises, to be better pre-
pared for attacks, which is why Ex-
ercise Cyber Star is important.
The exercise is in its sixth edi-

tion, and is the largest to date. It
was held over a period of 11 days
and involved nearly 500 participa-
nts from CSA, sector leads, owners
from Singapore’s 11 critical sectors,
and the Singapore Armed Forces’
Digital and Intelligence Service.
At the event, CII operators were

tested on their skills in countering
simulated cyber attacks, such as
those from APT actors. CII oper-
ators were also tested on their abil-
ity to deal with spillover effects
from attacks that affect the larger
business community and society.
“This exercise brings together

the different sector leads, critical
infrastructure owners... They come
together, put a face to a name, exer-
cise real-life scenarios – things that
have happened elsewhere,” saidMr

Shanmugam.
“Imagine millions of people trav-

elling onour subways, and someth-
ing goes wrong... What’s your ap-
proach to dealing with the attack?
How do you recover from it?” he
said, noting that the private sector
also needs to have the know-how
to better work with the Govern-
ment to contain the damage.
Singapore’s 11CII sectors are avia-

tion, healthcare, land transport,
maritime, media, security and
emergency services, water, bank-
ing and finance, energy, infocom-
munications and government.
Past APT attacks that have hit

Singapore include a security
breach in the Ministry of Foreign
Affairs’ technology systems back
in 2014, and intrusions in the net-
works of two local universities in
2017 believed to be aimed at steal-
ing government and research data.
The Republic in 2018 experi-

enced its worst data breach, which
involved the personal particulars
of 1.5 million patients, including
then Prime Minister Lee Hsien
Loong.
The attacker in this breach on

SingHealth was said to have been
persistent in efforts to access the
electronic medical records system,
and is believed to have lurked in
the healthcare group’s network for
at least nine months.
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Prime Minister Lawrence Wong’s National Day
message will be broadcast on Aug 8, the eve of Na-
tional Day.
It will be the second National Day message he is

delivering as prime minister after being sworn in
on May 15, 2024.
The Prime Minister’s Office (PMO), in a state-

ment on Aug 1, said PMWong, who is also Finance
Minister, will deliver his message in English, and it
will be broadcast at 6.40pm on TV news channel
CNA and radio station CNA938.
Deputy Prime Minister and Trade and Industry

Minister Gan Kim Yong will deliver the message in
Mandarin, and it will be broadcast on television’s
Channel 8 and radio station Capital 95.8FM
at 8.40pm.
Associate Professor Faishal Ibrahim, who is Act-

ing Minister-in-charge of Muslim Affairs and Se-
nior Minister of State for Home Affairs, will deliver
the message in Malay. It will be broadcast
at 8.30pm on TV channel Suria.
MrDinesh VasuDash, who isMinister of State for

Culture, Community andYouth aswell asManpow-
er, will deliver the message in Tamil. This will be
broadcast at 9pm on TV channel Vasantham and
radio station Oli 96.8FM.
The National Day message in all four languages

will be available on the PMOwebsite and the PMO
YouTube channel after the first broadcasts.
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To prepare nurses for leadership
roles in tackling the complex
healthcare challenges of a fast-age-
ing nation, the National University
of Singapore (NUS) has launched
Singapore’s first doctorate in nurs-
ing practice.
TheDoctor ofNursing Practice is

a two-year, part-time programme
that empowers nurses to lead sys-
tem-wide improvements, influen-
ce health policy and enhance care
delivery while continuing their
clinical work, said Mr Ong Ye
Kung, Minister for Health and Co-
ordinating Minister for Social Pol-
icies, at the launch of the pro-
gramme on Aug 1.
It comes as healthcare needs

evolve, and it is crucial to attract
and retain nurses for the growing
demands in Singapore amid a glob-
al nursing shortage.
“The requirements of nurses are

still changing and (they are)
changing even more rapidly be-
cause we have an ageing popula-
tion,which is giving rise to a differ-
ent patient mix,” said Mr Ong.
“Patients get older, they increas-

ingly require less episodic care, but
more coordinated and consolidat-
ed care to better manage multiple
and complex conditions.”
NUS also introduced three new

master’s programmes designed for
working nurses to enhance their
expertise in community health,

critical care and infection control.
The new programmes are of-

fered by NUS’ Alice Lee Centre for
Nursing Studies (NUS Nursing),
which held its 20th anniversary
celebration in conjunction with
Nurses’ Day on Aug 1.
Professor Liaw Sok Ying, head of

NUS Nursing, said the new pro-
grammes are a means to attract
and retain nurses and elevate the
profession in Singapore.
Increasingly, nurses are taking

on leadership roles, not only in
management but also in special-
ised clinical areas that address the
needs of Singapore’s healthcare
system, she added.

The doctorate programme’s first
cohort of 16 students comprise an
American nurse of Filipino ethnic-
ity and 15 nurses working in Singa-
pore in community and acute care
settings. Seven of them are ad-
vanced practice nurses (APNs).
They start classes in August and

can continue to work while pursu-
ing their doctorate.
Among the maiden batch of stu-

dents are Ms Katherine Leong,
deputy director of nursing at Na-
tional University Hospital and
nursing lead atTengahGeneral and
Community Hospital; andMs Tang
Ping Sin, an APN in the palliative
ward of St Luke’s Hospital.

BothMs Leong, 54, andMs Tang,
44, said they have been eyeing pro-
grammes to advance their learning
so as to be better leaders.
For Ms Leong, the doctorate pro-

gramme offers a package of topics
aimed at advancing the nursing
profession, including financial cost
and analysis, but importantly, she
can pursue it on a part-time basis.
Otherwise, she would not be able
to take it up as work comes first,
she said.
Emphasising a similar point in

his speech, Mr Ong said the future
of nursing training is about flexi-
ble, modular, competency-based
stackable training that equips the
workforce to quickly respond to
changing needs and adapt to a dif-
ferent healthcare landscape, while
still maintaining high standards.
Since NUS Nursing started in

2005, it has trained over 3,500
nursing professionals, including
500 APNs.
Tomark its 20th anniversary, the

centre launched the Nursing Edu-
cation Gallery to showcase the
evolution, milestones and impact
of nursing education and practice
in Singapore over the past two dec-
ades.
Associate Professor Zhou Wen-

tao, NUS Nursing’s deputy head
(postgraduate programmes), said
nursing education is evolving to
meet healthcare demands, as nurs-
es are no longer just caregivers but
also leaders in leading innovation
and change.
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The newly formed Jalan Kayu and Punggol town
councils officially began their operations on Aug 1.
The JalanKayuTownCouncil (JKTC) servesmore

than 29,500 voters in the single-member constitu-
ency, while Punggol Town Council serves over
123,500 voters.
In a statement onAug1, JKTC unveiled a new logo

and website to mark its launch. The website has
links to essential services, announcements, contact
channels and facility booking systems.
Jalan Kayu and Punggol were the two new town

councils formed after the 2025 General Election.
The Ministry of National Development (MND) had
inMay issued an order for 19 town councils, includ-
ing the two new ones, that were set up at the re-
quest of MPs.
JKTC chairman Ng Chee Meng, who won the

ward at theMay 3 polls against theWorkers’ Party’s
Andre Low, said the new website will make estate
services easily accessible.
He added that residents can expect uninterrupt-

ed services, “thanks to the seamless handover from
the Ang Mo Kio Town Council (AMKTC)”.
The Jalan Kayu area was previously looked after

by AMKTC as it was part of Ang Mo Kio GRC. Jalan
Kayu SMCwas carved out by the Electoral Bounda-
ries Review Committee in its January report.
Mr Ng, who is also labour chief, said: “After

months of hard work from our dedicated staff and
council members, we are ready to serve our resi-
dents.”
Senior Minister Lee Hsien Loong, who anchors

Ang Mo Kio GRC, said in a separate Facebook post
on Aug 1 that AMKTC will work closely with JKTC
“to improve services and raise standards in both
Ang Mo Kio and Jalan Kayu constituencies”.
JKTC will manage the maintenance and oper-

ations of 61HousingBoard blocks in Fernvale Road,
Fernvale Link, Fernvale Street, Jalan Kayu, Seng-
kang West Way, Sengkang West Avenue and Seng-
kang West Road, according to the statement.
It added that service and conservancy charges re-

main unchanged.
The town council will also continuewith CPGFa-

cilities Management as its appointed managing
agent. All existing contracts and vendor arrange-
ments will remain in place under their current
terms and conditions, it said. CPG Facilities Man-
agement was previously looking after the area as
the managing agent for AMKTC.
Punggol TownCouncil said it had also launched a

new website and e-mail address.
As ofAug1, it has takenover themanagement and

maintenance of commonproperty inPunggol town
from Pasir Ris-Changi Town Council.
MND had earlier said that town councils have up

to 90 days from the date of the order on May 30 to
complete the handing and taking over of manage-
ment of areas to be transferred.
The affected town councils – two new and 12 re-

constituted – would then take over the running of
the new areas from Aug 1.
A dedicated town council for an SMC is rare, as

most SMCs are served by town councils that also
serve a GRC or other SMCs.
The last town council dedicated to one SMC was

formed after the 2011 General Election, when PAP
candidate Sitoh Yih Pin wrested back the Potong
Pasir single seat from the Singapore People’s Party.
Mr Sitoh ran the town council on his own till 2015,
when the constituency was grouped under Jalan
Besar Town Council after the election that year.
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